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Threat Landscape: Random Malware

Source: AV-Test.org

Can cause huge collateral damage, remember Conficker?



And well organized attacks

1. Attack initiated.
User with IE vulnerability 
visits website infected 
with Operation Aurora 
malware.

2. Attack in progress.
Website exploits 
vulnerability; malware 
(disguised as JPG) 
downloaded to user system.

3. Attack setup complete.
Malware installed on user 
system; malware opens back 
door (using custom protocol 
acting like SSL) that gives 
access to sensitive data.

3
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Zero-day products: Web Gateway, 
Network Threat Response Zero-day products: Firewall, Web 

Gateway, Application Control, Network 
Data Loss Prevention

Example Operation Aurora
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Autorun

Ignored ïuntil Conficker came
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Autorun is a major infection vector today



3 Big Challenges

ÅConnections into the network(s)

ïLAN, WAN, Wifi, Bluetooth

ïModem dial-ups (maintenance access)

ïDual-Homed Computer

ïĂAir-Gapñ Gateways

ÅConnections within the network(s)

ïInternal communication

ïPropietary protocols

ÅThe systems themselves

ïOutdated OS, Applications

ïĂunpatchableñ

ïBlack Boxes
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Network Defense Components

Internet 

Gateways

Network

Defense
Intrusion

Prevention NAC

UTM

Firewall
User

Behavior

DLPEmailWeb

ÅIdentify and limit all connections

ÅFirewall all necessary connections

ïUTMs can be used to firewall small branches or single machines
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Network IPS

Protocol & 

Application 

Behavior

Attacks and 

Exploit

Network 

Behavior

Evasion & 

Obfuscation

Content, Source, and 

Web Reputation

ÅDetecting and blocking of 

attacks and irregularities on 

the Network level

ÅIntegration with other Security 

Components
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Scalability to Protect Your Global Network

SMB and Branch Office Enterprise Perimeter Enterprise, Data Center
Service Providers 

Enterprise Core, 
Data Center

Service Providers

100 Mbps

200 Mbps

5 Gbps

10 Gbps

3 Gbps

1.5 Gbps

ÅBeyond 10 Gigabit performance

ÅHigh-reliability and Scalability

ÅHighest port-density available

ÅCommon Management Console

600 Mbps

M-2750

M-1450

M-1250

M-6050

M-8000

M-4050

M-3050

10GE Connectivity


