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Presentation Purpose

To introduce the Achilles Practices Certification program and provide

WI B attendees with a clear under st
structure as well as the benefits and business case for global process
automation and control stakeholders.

Agenda

1. Section 1 T Background & Catalyst
2. Section 2 T The Achilles Practices Certification Program

3. Section 3 T The Path To Success
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The Landscape Unti |l Nowé

A Too Much FUD, Not Enough Facts

A No Common Language Or Communications Framework
AAsymmetric Stakehol der Eff or
A No Data, No Business Case, No Budget, No Improvement

A Lack Of Economics & Incentives

A Product Pitches Instead Of Process Solutions

ALed Toé.
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Vendors
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Common Cyber Security Benchmarks

Achilles Certified
Industrial Devices, Systems & Applications

Achilles Certified
Cyber Security Best Practices

Achilles Certified
Industrial Automation Professionals
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Before Product Certification
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Device Test Case Monitors Impacted Recovery Time

SIS PLC Arp Cache Saturation Stor Discrete, ICMP Requires Restart PLoV + PLoC
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After Product Certification
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Section 2: Practices Certification

1. Program Purpose & Success Criteria
2. The Model & Framework

3. The Business Case & Benefit
4, Status Update

5. The Roadmap
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Certification Program Evolution To Date

Phase 1 17 Finalize Shell DEP Requirements
- Stakeholder Input & Revisions

Phase 2 T Make Requirements Generic For Wide Adoption
- Vendor Agnostic
- International Standards Alignment
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Phase 3 T Create A Certification Program Framework

- Simple, Scalable, Repeatable & Cost Effective
- Maturity Model & Standards Alignment mr
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Phase 4 T Pilot The Program & Launch
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The Benchmark
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The Reference Model

SSE-CMM

SYSTEMS SECURITY ENGINEERING - CAPABILITY MATURITY MOLD

CONTINUOUSLY IMPROVING THE SYSTEMS
SECURITY DISCIPLINE

The SSE-CMM has two di mensions, ndomali
domain dimension simply consists of all the practices that collectively
define security engineering. These
practices. 0 The capability di mens
Indicate process management and institutionalization capability.

These practices are called Angener.
wide range of domains. The generic practices represent activities that
should be performed as part of doing a base practice.
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The Framework

Wurldtech has tailored
twenty three (23) Process
Areas to be used by
Vendors applicants. These
PAs are organized into
three logical categories: (1)
Organization Process
Level, (2) Product Process
Area, and (3)
Commissioning &
Maintenance Process
Area. Table 1 describes the
Process Area within each
category.



