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WIB Mini SeminarWIB Mini Seminar
(19(19thth of March 2008) of March 2008)

Shell UpstreamShell Upstream

Shell DownstreamShell Downstream

Ted Angevaare,Ted Angevaare,
Global DACA Manager &Global DACA Manager &
Global Technology Leader ProcessGlobal Technology Leader Process
Automation,Automation,

SGSi GSELSGSi GSEL

Shell DownstreamShell Downstream
and Gas & Powerand Gas & Power

Why do we need Plant Security?Why do we need Plant Security?

I don’t want this!
We never had that
problem in the
past!

Asset ManagerAsset Manager

LINUX

Today more than 300,000 computer viruses active worldwide!
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Windows didn’t bring only cheap software, but also many cyber security threats!Windows didn’t bring only cheap software, but also many cyber security threats!
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WIB Mission Statement:WIB Mission Statement:

Ref.: http://www.wib.nl/index.html

To undertake appropriate activities (including independent evaluations) 
in order to provide relevant information and tools which: 
• Allow members optimally to specify, select, operate and maintain 

quality industrial measurement, control and automation instruments 
and systems, which are safe, reliable and economical; 

• Stimulate manufacturers to develop and make available automation 
and process control technology and products which are fit-for-purpose. 

WIB Plant Security Workgroup Mission Statement:WIB Plant Security Workgroup Mission Statement:
• Mitigate the threats to industrial automation, measurement & control 

equipment and systems created by Cyber Security risks;
• Main focus area will be to generate minimum standards or create 

references to minimum International Standards and Guidelines to allow 
the WIB members to speak with one voice to the industrial automation 
Vendors to allow them to improve their products and services;

• Create metrics to measure the level of protection to cyber security 
threats;

• Provide guidance to the WIB members in the certification of Process 
Control Security products and services;

What

Why

How

How, When, 
Where, Why
What, 
Who 

Vendor

End-users

Technology
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Responsibility Subject Name of deliverable

Positioning of Standards & GuidelinesPositioning of Standards & Guidelines

Industry Standard, white paper,
Technical specifications, etc
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CompaniesCompanies

IndustryIndustry
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CONTRACTORS SUPPLIERS

API EEMUA      EIASME

NationalNational ANSI BSI

RegionalRegional CEN /
CENELEC

InternationalInternational ISO / IEC Vienna Agreement

OPERATORS

OGP

Other
European

Russia
China
Japan

Brazil, etc.
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Standardization Bodies -Standardization Bodies -
RelationshipsRelationships

ISO/IEC Work Group JTC 1 / SC27 (JTC1 Study Group on IT Security)

• ISO/IEC 27000 family of standards:

– ISO/IEC 27001 (2005) Specification for an Information Security Management System

– ISO/IEC 27002 (2005) Code of Practice for Information Security Management

– ISO/IEC 27003 ISMS implementation guidance (draft)

– ISO/IEC 27004 ISM metrics and measurements (final draft)

– ISO/IEC 27005 (2008) Information Security Risk Management

– ISO/IEC 27006 (2007) ISMS Requirements for bodies providing Audits and Certification

– ISO/IEC 27007 ISMS Guidelines for Auditing (draft)

– ISO/IEC 27008 Guidance on auditing information security controls (draft)

– ISO/IEC 27009 Information Security Governance (early draft, title uncertain)

– ISO/IEC 27010 ISM for inter-sector communications (draft)

– ISO/IEC 27011 ISM Guidelines for Telecommunications (awaiting publication)

– ISO/IEC 270…  ……

– ISO/IEC 27032 Guidelines for Cyber Security

– ISO/IEC (new)  Critical Infrastructure – Guidelines for CI providers (Telecom, Financial and the Energy sector)

ISO developments in InformationISO developments in Information
SecuritySecurity

Ref: http://www.iso27001security.com/html/iso27000.html



International CertificationInternational Certification
No international acceptable organisation available today:

• Wurldtech – Achilles testing programme

o Most DCS Vendors are obtaining this certificate already, e.g. ABB, Emerson, Yokogawa 
and Invensys Triconex)

• Mu Security - “MUSIC” Certification
o Tested at our GSES Testlab Houston;
o The new MUSIC program consists of the Mu-4000 Security Analyzer appliance and its 
integrated engine and remediation documentation suite.

• CSSC (US-Cert Control Systems Security Centre)
o The United States Computer Emergency Readiness Team (US-CERT) is a partnership
   between the Department of Homeland Security and the public and private sectors.
Established in 2003 to protect the nation's Internet infrastructure, US-CERT coordinates

   defense against and responses to cyber attacks across the nation.

• ISCI
o  ISCI (ISA Security Compliance Institute), formerly CSSCO, facilitates the independent 
testing and certification of control system products against a defined set of control 
system security standards. Shell DACA is a full voting member.

• Many more, however of lower quality….

PCD Security

���� Marnix Haije

���� Ted Angevaare

���� Sean Kujawa

International StandardsInternational Standards
Significant number of standards being developed:

• AGA-12 (Cryptographic protection of SCADA Communications)

• API-1164 (Pipeline SCADA Security)

• Chemical Industry Data Exchange (CIDX) - Suite of standards 

• IEEE P1686 – Substation IED Cyber Security Standard

• IEEE P1689 – Trial Use Standard for Cyber Security of Serial SCADA Links 

and IED Remote Access

• IEC 65C/WG10 (IEC 62443 (Security for industrial process measurement 

 and control – Network and System Security)

( Expected to be the industry security standard and based on SP99 )

• ISA-SP99 (4 volumes: ISA 99.00.01/02/03/04)

• NIST 800 - Series Security Guidelines

• CPNI (was NISCC - Produced a large number of Best-Practice papers)

                                

PCD Security

���� Herman Storey

���� Marnix Haije + Herman Storey

���� Ian Henderson



•  Herman Suselbeek - WIB

•  Tom Kuperij - WIB

•  Frans Martens - Shell

•  Maarten Oosterink - Shell

•  Pascal van den Boogaard - Shell

•  Lex Boekel - Wintershall

•  Sierk Goedemoed - Heineken

•  Marc Schuurman - Heineken

•  Nate Kube - Wurldtech

•  Ian Henderson - BP

•  Annemarie Zielstra - NICC

•  Auke Huistra - NICC

•  Francis Boulu - Solvay

•  Jos Menting - Laborelec

•  Ted Angevaare - Shell (Chairman)

Active members of the WIB Security Working Group: Active members of the WIB Security Working Group: 

Ref.: http://www.wib.nl/index.html

The following subjects will be addressed:

1. Standards and Guidelines

2. Certification

3. Metrics

4. Remote Access

5. Security Management

• Assurance Process, e.g. Audits and Reviews

(Prevent overlap with other organisations/groups, such as:

  LOGIIC, ISCI, SP99, etc. )

Plan of Action: Plan of Action: 

Ref.: http://www.wib.nl/index.html

PCD Security



1. Inventory of existing International Standards and Guidelines:

 a. Use what has been completed by the PCSF: https://www.pcsforum.org/groups/59/

 b. Google the internet for European Standards and Guidelines;

 c. Use the Shell study as a basis to build on.

2. Investigation of standards used by Vendors:

 a. Prepare clear questionnaire to the Vendor to investigate which Process Control Security 
standards are used by the Vendor.

b. Prepare list of main Vendors and contact persons (All)

c. Contact Vendors (Who: WIB) and explain what the intent is of WIB and what standards are 
used and/or which methodology.

d. Evaluate results from Vendors

• Determine the applicable systems in Process Control Domains, its function and security objective.
Create groups of subjects to be addressed as parts of Standards and Guidelines, such that all cyber
security threats are dealt with.

• Send information of step 1 and 3 on comment round to the members work group and collect comments.
Evaluate comment and include modifications.

• Create short list of International Standards, based on H, M, and L.   Remove L from the list and produce
new list.

• Determine the detailed subjects of new standards that are still missing in the spreadsheet, e.g. ISO,
IEC, BS, etc.

Create Minimum Vendor requirements: Create Minimum Vendor requirements: 

Ref.: http://www.wib.nl/index.html

PCD Security
√√√√

√√√√

√√√√
√√√√
√√√√
√√√√

Create Minimum Vendor requirements: Create Minimum Vendor requirements: 

Ref.: http://www.wib.nl/index.html

• Investigation, evaluation and selection on the quality of the identified items of the

Standards and Guidelines vs. the function and security objectives of the identified

systems in the Process Control Domains.

Approach is workshop 2 days Brussel at Laborelec, Linkebeek (near Brussels)

on 21 and 22 Oct. 2008.

• Create document with clear text from selected standards (SK). Review and improve document, i.e. 2
teams via teleconference. Decide on document lay-out and type of deliverable.

• Start activity to have more WIB members in this workgroup or start the search for more WIB members
because of this workgroup.

• Send results from Linkebeek workshop to selected Vendors. Prepare information pack.

• Invite selected Vendors to present their views on the subjects and to inform the WIB about their status
of compliance.

• Evaluate all Vendor’s Feedback, make all the feedback information anonymous and publish the results
to selected Vendors and to all WIB members in an anonymous manner.

12. Create a plan of action on the next steps….

PCD Security√√√√

√√√√



Create Minimum Vendor requirements: Create Minimum Vendor requirements: 
Category / 
Requirement
Source of categories: 
Catalog of Control 
Systems Security: 
Recommendations for 
Standards Developers 
(Jan 2008)

CCSSR 2. CATALOG OF CONTROL SYSTEM SECURITY: 
RECOMMENDATIONS FOR STANDARDS DEVELOPERS, Jan 2008 revision

Selected 
standard
(select from the 
lis t)

Referred 
Paragraph
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2.1 Security Policy       CCSSR 2.1 Security Policy 
Security policies are the specif ic requirements and behavior expectations that each member 
of the organization’s staff  is required to meet in the daily operation of the control system. The 
development of the organization’s secur

ISO 27002 
Code of 
Practice for 
Information 
Security Mgt

5 Security 
policy

This section does not 
specifically include process 
control

Yes

=

= = =
2.2 Organizational 
Security       

CCSSR 2..2 Organizational Security Organizational security involves setting organization-w ide 
policies and procedures that def ine acceptable behavior and practices concerning security. 
Organizational security includes management accountability, physical, Yes

=

= = =
2.3 Personnel 
Security       

CCSSR 2.3 Personnel Security 
Personnel security addresses security program roles and responsibilities during staff  
recruitment and termination and monitoring w hile an individual is employed. The organization 
screens applicants for critical positions in t Yes

=

= = =
2.4 Physical and 
Environmental 
Security     

CCSSR 2.4 Physical and Environmental Security 
Physical and environmental security encompasses protection of physical assets from 
damage, misuse, or theft. Physical security addresses the physical security mechanisms 
used to create secure areas around har Yes

=

= = =
2.4.16 Portable Media       CCSSR 2.4.16.1 Requirement. The organization monitors and prohibits the use of unapproved 

portable media use on the control system.   
CCSSR 2.4.16.2 Supplemental Guidance. The organization monitors and prevents personnel 
from entering secured control sys

ISO 27002 
Code of 
Practice for 
Information 
Security Mgt

10.7.1 No one-to-one match. Provide 
controls to monitor but not to 
prohibit. It should be optional 
to prohibit the access of 
portable media. Yes

X

--- --- X
2.4.21 Device Access 
Control      

CCSSR 2.4.21.1 Requirement. The organization employs hardw are (cages, locks, cases, etc.) 
to detect and deter unauthorized physical access to control system devices.   
CCSSR 2.4.21.2 Supplemental Guidance. Ensure the ability of the organization to respon

IEC 62443 8.4 Regarding cabinets, switches, 
PC enclosures, Control 
rooms, etc. Iso 27002 is 
limited to buildings etc. Brief 
comment should be enough.

Yes

---

--- --- ---
2.5 System and 
Services Acquisition     

CCSSR 2.5 System and Services Acquisition 
Systems and services acquisition covers the contracting and acquiring of control system 
components, softw are, and services from third parties. Security is to be part of  the 
acquisition process to ensure that w hat Yes

=

= = =
2.5.6 Software License 
Usage Restrictions     

CCSSR 2.5.6.1 Requirement. The organization’s security program deploys policy and 
procedures to enforce compliance w ith softw are license usage restrictions.   
CCSSR 2.5.6.2 Supplemental Guidance. Use softw are and associated documentation in 
accordance w i

ISO 27002 
Code of 
Practice for 
Information 
Security Mgt

15.1.2

Yes

---

X X X
2.5.8 Security 
Engineering Principles      

CCSSR 2.5.8.1 Requirement. The organization designs and implements the control system 
using security engineering principles and best practices.   
CCSSR 2.5.8.2 Supplemental Guidance. The application of security engineering principles is 
primarily targete

ISO 27002 
Code of 
Practice for 
Information 
Security Mgt

12 ISO/IEC 21827:2002 may 
cover this topic. Standard is 
missing in the folder.

Yes

---

X X X
2.5.11 Vendor Security 
Testing      

CCSSR 2.5.11.1 Requirement. The control system vendor develops a security test and 
evaluation plan. The vendor submits the plan to the organization for approval and implements 
the plan once w ritten approval is obtained. The vendor then documents the resul

ISO 27002 
Code of 
Practice for 
Information 
Security Mgt

12 & 15 SP99.1 chapter 17 also 
include topics relevant to this 
issue.

Yes

---

X --- X

Cross Reference of Standards for Requirements

Int. Stds.

Security

 Topics

Selected Int. Std.

Selected 

Chapter in

Int. Std.

Standards

Req’s DocWIB 

Members

WIB 

Members

Requirements

Certification

Products

Vendors

Partners

DCS Vendor

Development

DCS Vendor

Development

Vendor

Demo’s
Evaluation

& Report

Publish

API / ISA / Others

WIB

WIB

DCS Vendors

Vendors

API / ISA / 

Others

Legend:
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WIB will drive DCS industryWIB will drive DCS industry
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